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Outcome: This policy:

Aims to ensure that all staff and young people within the Group comply
with the provisions of the current Data Protection Legislation including
Data Protection Act 2018 and (UK) General Data Protection Regulations
2016.

EQUALITY AND DIVERSITY STATEMENT

Witherslack Group is committed to the fair treatment of all in line with the Equality Act 2010. An equality
impact assessment has been completed on this policy to ensure that it can be implemented consistently
regardless of any protected characteristics and all will be treated with dignity and respect.

ENVIRONMENT, SOCIAL, GOVERNANCE (ESG) STATEMENT
Witherslack Group is committed to responsible business practices in the areas of: Environmental

Stewardship, Social Responsibility, Governance, Ethics & Compliance. An ESG impact assessment has been
completed on this policy to ensure it can be implemented successfully without adverse implications on our
Group goals.

To ensure that this policy is relevant and up to date, comments and suggestions for additions or
amendments are sought from users of this document. To contribute towards the process of review, please
email the named policy lead.

This document can only be considered valid when viewed on Witherslack Group Intranet. If this document
is printed into hard copy or saved to another location, you must check that the version number, footer and
reviewed date (as above) matches that of the online document.
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1 SCOPE OF THE POLICY

1.1 The Witherslack Group (We, Us, Our) believe that protecting the privacy of our staff and
children/young people and regulating their safety through data management, control, and
evaluation is vital to whole-establishment and individual progress.

1.2 We collect personal data from children/youngpeople, parents/carers, and staff and process it in
order to support safeguarding, teaching, learning, monitoring and reporting on child/young person
and staff progress, and to strengthen our pastoral provision.

1.3 We take responsibility for ensuring that any data that We collect and process is used correctly and
only as is necessary. The establishment will keep all affected parties fully informed of how data is
collected, what is collected, and how it is used. National curriculum results, attendance and
registration records, special educational needs data, and any relevant medical information are
examples of the type of data that We need. Through effective data management we can monitor
the full range of Our provisions allowing Us to evaluate the wellbeing and academic progression of
Our Group to ensure that we are doing all that we can to support both staff and children/young
people.

1.4 More specific detail on what information is collated, why it is collated, how it is used, shared and
secured can be obtained in Witherslack Group Privacy Notice. We are registered with the ICO ref
number Z3410582.

2 WITHERSLACK GROUP WILL

2.1 In line with the current Data Protection Legislation including Data Protection Act 2018 and (UK) General
Data Protection Regulations. We will adhere to the requirements of Article 5: principles relating to the
processing of personal data.

2.2 Personal Data is described as;

CONTENTS

e Personal data is information that relates to an identified or identifiable individual.

e  What identifies an individual could be as simple as a name or a number or could include other
identifiers such as an IP address or a cookie identifier, or other factors.

e [fitis possible to identify an individual directly from the information you are processing, then
that information may be personal data.

e [fyou cannot directly identify an individual from that information, then you need to consider

whether the individual is still identifiable. You should take into account the information you are
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processing together with all the means reasonably likely to be used by either you or any other
person to identify that individual.

Even if an individual is identified or identifiable, directly or indirectly, from the data you are
processing, it is not personal data unless it ‘relates to’ the individual.

When considering whether information ‘relates to” an individual, you need to take into account a

range of factors, including the content of the information, the purpose or purposes for which you

are processing it and the likely impact or effect of that processing on the individual.
2.3 Personal Data Shall be :

Processed lawfully, fairly and in a transparent manner in relation to individuals;

(a)

(b)
(c)

(d)

(e)

2.4 In line

collected for specified, explicit and legitimate purposes and not further processed in a
manner that is incompatible with those purposes; further processing for archiving purposes
in the public interest, scientific or historical research purposes or statistical purposes shall
not be considered to be incompatible with the initial purposes;
Adequate, relevant and limited to what is necessary in relation to the purposes for which
they are processed;
Accurate and, where necessary, kept up to date; every reasonable step must be taken to
ensure that personal data that are inaccurate, having regard to the purposes for which they
are processed, are erased or rectified without delay;
Kept in a form which permits identification of data subjects for no longer than is necessary
for the purposes for which the personal data are processed; personal data may be stored
for longer periods insofar as the personal data will be processed solely for archiving
purposes in the public interest, scientific or historical research purposes or statistical
purposes subject to implementation of the appropriate technical and organisational
measures required by the GDPR in order to safeguard the rights and freedoms of individuals;
and
Processed in a manner which ensures appropriate security of the personal data, including
protection against unauthorised or unlawful processing and against accidental loss,
destruction or damage, using appropriate technical or organisational measures.
with the current Data Protection Legislation including Data Protection Act 2018 and (UK)

General Data Protection Regulations (UK GDPR) we will adhere to the requirements of Article 6
ensuring We have:

(a)
(b)
(c)

(d)
(e)

Consent: the individual has given clear consent for you to process their personal data for a
specific purpose.

Contract: the processing is necessary for a contract you have with the individual, or because
they have asked you to take specific steps before entering into contract.

Legal obligation: the processing is necessary for you to comply with the law (not including
contractual obligations).
Vital interests: the processing is necessary to protect someone’s life.

Public task: the processing is necessary for you to perform a task in the public interest or for
your official functions, and the task or function has a clear basis in law.

Legitimate interests: the processing is necessary for your legitimate interests or the
legitimate interests of a third party unless there is a good reason to protect the individual’s
personal data which overrides those legitimate interests. (This cannot apply if you are a public
authority processing data to perform your official tasks).

the data being processed is categorised as special category data this may create more

significant risks to a person’s fundamental rights and freedoms and may potential place them at

(f)

2.5 Where
risk.

2.6 When

includi

processing data of this nature and in line with the current Data Protection Legislation
ngData Protection Act 2018 and (UK) General Data Protection Regulations (UK GDPR), the

establishment will adhere to the requirements of Article 9 (2) We will ensure that;
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(a)

(b)

(d)

(h)

()

The data subject has given explicit consent to the processing of those personal data for oneor
more specified purposes, except where Union or Member State law provide that the
prohibition referred to in paragraph 1 may not be lifted by the data subject;

Processing is necessary for the purposes of carrying out the obligations and exercising specific
rights of the controller or of the data subject in the field of employment and socialsecurity
and social protection law in so far as it is authorised by Union or Member State law or a
collective agreement pursuant to Member State law providing for appropriate safeguards for
the fundamental rights and the interests of the datasubject;

Processing is necessary to protect the vital interests of the data subject or of another natural
person where the data subject is physically or legally incapable of giving consent;

Processing is carried out in the course of its legitimate activities with appropriate safeguards
by a foundation, association or any other not-for-profit body with a political, philosophical,
religious or trade union aim and on condition that the processing relates solely to the
members or to former members of the body or to persons who have regular contact with it
in connection with its purposes and that the personal data are not disclosedoutside that body
without the consent of the datasubjects;

Processing relates to personal data which are manifestly made public by the data subject;
Processing is necessary for the establishment, exercise or defence of legal claims orwhenever
courts are acting in their judicial capacity;

Processing is necessary for reasons of substantial public interest, on the basis of Union or
Member State law which shall be proportionate to the aim pursued, respect the essence of
the right to data protection and provide for suitable and specific measures to safeguard the
fundamental rights and the interests of the data subject;

Processing is necessary for the purposes of preventive or occupational medicine, for the
assessment of the working capacity of the employee, medical diagnosis, the provision of
health or social care or treatment or the management of health or social care systems and
services on the basis of Union or Member State law or pursuant to contract with a health
professional and subject to the conditions and safeguards referred to in paragraph3;
Processing is necessary for reasons of public interest in the area of public health, such as
protecting against serious cross-border threats to health or ensuring high standards of quality
and safety of health care and of medicinal products or medical devices, on the basisof Union
or (domestic) Member State law which provides for suitable and specific measures to
safeguard the rights and freedoms of the data subject, in particular professional secrecy;
Processing is necessary for archiving purposes in the public interest, scientific or historical
research purposes or statistical purposes in accordance with Article 89(1) based on Union or
(domestic) Member State law which shall be proportionate to the aim pursued, respectthe
essence of the right to data protection and provide for suitable and specific measures to
safeguard the fundamental rights and the interests of the data subject.

2.7

There may be circumstances where we are required either by law or in the best interests of
ourchild/young persons or staff to pass information onto external authorities, for example:

e QOur local authorities, statutory regulation as placing authorities and safequarding;
e The Department of Education (DoE) and Ofsted, statutory requlation to help govern and monitor

educational system;

e The Department of Health, statutory regulation to maintain health;

e Examination Authorities, qualification registrations;

e Police and Courts, statutory obligation to prevent detect crime.

These authorities are up to date with data protection law and have their own policies relating to the
protection of any data that they receive or collect. They will be data Controllers in their own right
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andwhere appropriate will have joint controller agreements.
Under normal circumstances Witherslack Group will not disclose information or data:

that would cause serious harm to the child/young person or anyone else’s physical or mental

indicating that the child/young person is or has been subject to child abuse or may be at risk of it,
where the disclosure would not be in the best interests of the child/young person recorded by the

that would allow another person to be identified or identifies another person as the source,
unless the person is an employee of the establishment or Witherslack Group or has given consent,
or it is reasonable in the circumstances to disclose the information without consent. The
exemption from disclosure does not apply if the information can be edited so that the person’s
name or identifying details are removed,
in the form of a confidential reference given or received for the purposes of;

(@) the education, training or employment (or prospective education, training or employment) of

(b) the placement (or prospective placement) of the data subject as a volunteer,
(c) the appointment (or prospective appointment) of the data subject to any office, or
(d) the provision (or prospective provision) by the data subject of any service.

Our external Privacy Notice is split into 5 headings

Job Applicant and Recruitment Privacy Notice (sign posted to WorkDay)

*  Why we collect and use your information

*  What type of information we collect, hold and share

e Where we get your information from

e Where we keep your information and for how long we keep it
e Who we share your information with and why we share it

e What to do if you want to make a complaint

Witherslack Group Privacy Notice is available here.

Where appropriate we hold additional privacy notices for specific business areas e.g WorkDay where
recruitment data is sourced or Concerto where maintenance records are held.

2.8
[ ]
health or condition;
[ ]
child/young person in an examination;
[ )
[ )
the data subject,
3 OUR PRIVACY NOTICE
3.1
1. Contact/web Privacy Notice
2. Staff Privacy Notice
3. Young People Privacy Notice
4. Child friendly Privacy Notice
5.
The Privacy Notice provides more detail on;
e  Whowe are
e What your rights are
4 RESPONSIBILITIES

4.1 Witherslack Group responsibilities

We will implement appropriate technical and organisational measures which ensure and
demonstrate that We comply with the current Data Protection Legislation including Data Protection
Act 2018 and (UK) General Data Protection Regulations (UK GDPR). This includes internal data
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https://www.witherslackgroup.co.uk/help/privacy-notices/

4.2

protection policies such as staff training, internal audits of Data Protection processes, and reviews
of internal policies;

We have appointed a Data Protection officer who will:

assist to monitor internal compliance;

inform and advise on Our data protection obligations;
provide advice regarding Data Protection Impact Assessments (DPIAs) and act as a contact point
for data subjects and the supervisory authority;

act as a contact point for the ICO;

co-operate with the ICO, including during prior consultations under Article 36, and will
consult on any other matter;

implement measures that meet the principles of data protection by design and data
protection by default. Measures will include but are not limited to consideration of:

o data minimisation;

o pseudonymisation;

o transparency;

o allowing individuals to monitor processing; and

o creating and improving security features on an on-going basis;

o use of data protection impact assessments.

e be easily accessible as a point of contact for our employees, individuals and the 1CO.

Data Protection Team responsibilities
The Data Protection Team holds responsibility for:

e Drawing up guidance, giving advice and promoting compliance with this policy in such a way

as to ensure the easy, appropriate and timely retrieval of information;

e The appropriate compliance with subject access rights and ensuring that data is released in
accordance with subject access legislation under the current Data Protection Legislation
including Data Protection Act 2018 and (UK) General Data Protection Regulations (UK GDPR) ;

e Ensuring that any data protection breaches are investigated, resolved, catalogued and reported

appropriately in a swift manner and in line with guidance from the Information Commissioner’s

Office;

e Investigating and initially responding to complaints regarding data protection services
including requests to rectify and to cessation of processing personal data;

e Assisting the DPO with their core role.

4.3 Staff (inclusive of agency staff) responsibilities

Staff members who process personal data about young people, staff, applicants, referrals or any
otherindividual must comply with the requirements of this policy.

Staff members must ensure that:

e All personal data is kept securely; Data, records, and personal information should be stored
out ofsight and in a locked cupboard no matter what format it is in. The only exception to this
isinformation that may require immediate access during the working day. This will be stored
securely in an appropriately accessible place. (see clear desk and screen policy)

e Any personal data or hardware/file containing that data that cannot be accounted for due to
the fact it is lost or stolen (e.g. Phone laptop, ipad,usb, paper files) must be immediately

reported to the Data Protection team as outlined in para 7 of this policy.

e Sensitive or personal information and data should ideally not be removed from the
establishment site, however the establishment acknowledges that some staff may need to
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transport data between the establishment and their home in order to access it for work in
the evenings and at weekends. This may also apply in cases where staff have offsite meetings,
or are on establishmentvisits with children/young people. In all cases this must be authorised
in writing (including by email) by a manager. Staff are responsible for ensuring the appropriate
handling and security of our data at all times. It must be held securely in transit.

In accordance with the IT Systems and Services Acceptable Use Policy, no Witherslack group
third party Personal Data is to be emailed to a staff members personal account and where
personal data is emailed to a third party, external to Witherslack Group, it must be sent
encrypted.

Any data protection breaches are immediately brought to the attention of the Data
Protection Team and that staff members support the Data Protection Team in resolving
breaches. A breach response plan providing advice and forms is available on the intranet.
When any confidential and sensitive information is requested over the phone, all staff must
ensure they are speaking to the correct person to whom this information can lawfully be
disclosed.

Documents that contain personal, confidential and sensitive information and which are being
sent via email must be encrypted . This is done by adding the word ‘confidential’ or ‘secure’ in
the subject field. Alternatively you can encrypt an email using the Egress Data Classification
function (from the Message menu when in a new email window).

In exceptional circumstances a document can be sent via non encrypted Email BUT only if it is
password protected. The password should be provided by telephone call to the intended
recipient once the document has been emailed across. In no circumstances should the
password be sent in the same email as the attached document.

When saving confidential and sensitive information to the network drive, it is the responsibility
of the employee to check who has access to the file and ensure that the information is only
sharedwith those authorised to access the information. The employee is also responsible for
ensuring files are saved in a readable format and information they contain is accurate and up
to date.

No confidential or sensitive information is to be saved to USB or other external drives, even if
the documents are encrypted (password protected). If there is a requirement for any of this
information to be saved to external drives, the employee is required to obtain permission from
their manager, Data Protection Officer (or where not available, the Data Protection Team)
before proceeding.

In relation to Printers and Photocopiers;

All staff receive an access fob to enable documents being printed securely through password
protection. All staff must keep their fobs securely. If the fob is shared with colleagues then a
breach of confidentiality may occur which in turn could invoke Disciplinary Procedures.

When sending scanned confidential or sensitive information from the printer to an email
address,all staff must send the documents from the printer to their work email address and
then forwardon to the required person to ensure that only the correct recipient receives the
information. It isnot recommended that documents are scanned and sent from the printer to
the recipient directly.

The following guidelines are in place for staff in order to reduce the risk of personal data being
compromised:

Paper copies of data or personal information should not be taken off the establishment site.
If these are misplaced they are easily accessed. If there is no way to avoid taking a paper copy
of data off the establishment site, the information should not be on view in public places, or
left unattended and available under any circumstances.
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4.4

e Unwanted paper copies of data, sensitive information or child/young person files should be
securely shredded. This also applies to handwritten notes if the notes reference any other
staff member or child/young person by name.

e (Care must be taken to ensure that printouts of any personal or sensitive information are not
left in printer trays or photocopiers.

e Ifinformation is being viewed on a PC, staff must ensure that the window and documents are
properly shut down before leaving the computer unattended, this includes locking the
computer. Sensitive information should not be viewed on publiccomputers.

e USB sticks should not be used to transport data away from the establishment without prior
authorisation of a Manager or the Data Protection Officer and in their absence the data
protection team.

e No personal data is disclosed either verbally or in writing, accidentally or otherwise, to any
unauthorised third party;

e All personal data is kept in accordance with Witherslack Group RetentionSchedule;

o All staff must keep up to date with the Bring Your Own Device ( BYOD ) guidance
incorporated into this policy at Annex 1.

These guidelines are clearly communicated to all establishment staff.

Any queries regarding data protection, including subject access requests and complaints, are
promptly directed to the Data Protection Team. Advice is also available on the Witherslack Intranet.

Any data protection breaches are immediately brought to the attention of the Data Protection Team
and that they support the Data Protection Team in resolving breaches.

A Breach response plan is available onthe intranet. WG have an associated policy namely Policy Doc
— Response Plan — Breach of Data Protection.

Where there is uncertainty around a Data Protection matter advice is sought from the Data
ProtectionTeam on dataprotection@Witherslackgroup.co.uk.

When members of staff are responsible for supervising Young People doing work which involves the
processing of personal information(for example in class projects), they must ensure that those
studentsare aware of the Data Protection Principles, in particular, the requirement to obtain the
data subject's consent where appropriate.

Staff who are unsure about who are the authorised third parties to whom they can legitimately
disclose personal data should seek advice from the Data Protection Team.
Third-Party Data Processors

Where external companies are used to process personal data on behalf of Witherslack Group
responsibility for the legality of sharing, purpose, retention and security of that data, remains with
Witherslack Group.

Where a third-party data processor is used:

e A data processor must be chosen which provides sufficient guarantees about its security
measures to protect the processing of personal data;

e Reasonable steps must be taken that such security measures are in place;

e The Data Protection Team must be consulted in writing
dataprotection@witherslackgroup.co.uk;

e A written ‘processor’ contract establishing what personal data will be processed and for what
purpose must be considered,

e All Subject access requests will be forwarded to Our Data Protection Team as soon as they are
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4.5

4.6

received by email to dataprotection@witherslackgroup.co.uk;
Any Breach in relation to Data protection will be reported to Our Data Protection Team
immediately either verbally (initially) and by using the notification reporting form sent to
dataprotection@witherslackgroup.co.uk. (see section 7)
When staff are implementing any process or system which requires the sharing of personal data,
witha third party, they are advised to contact the Data Protection Team who will assist with guidance
and support in relation to the implementation.

In a majority of the cases where third party software and internet providers are used to provide
educational support to the classroom activities then this would be a legitimate business interest of
the school in the provision of education. Consentisn’t a prerequisite however there is a requirement
for the young people to be aware of the disclosure of their information and the consequences of it.
The young people (or their parents/carers) have a right to object to such processing.

For further guidance about the use of third-party data processors please contact the Data Protection
Team.
Contractors, Short-Term and Voluntary Staff

Witherslack Group are responsible for the use made of personal data by anyone working on its
behalf. Managers who employ contractors, short term or voluntary staff must ensure that they are
appropriately vetted for the data they will be processing. In addition managers should ensure that:

¢ any personal data collected or processed in the course of work undertaken for Witherslack
Group is kept securely and confidentially;

¢ consideration as to whether their position is as a potential ‘Processor’ and therefore a
third party data processor as above;

o all personal data is returned to Witherslack Group on completion of the work, including
any copies that may have been made. Alternatively that the data is securely destroyed and
We receive notification in this regard from the contractor or short term / voluntary
member of staff;

e we receive prior notification of any disclosure of personal data to any other organisation
or any person who is not a direct employee of the contractor;

¢ any personal data made available by Us, or collected in the course of the work, is neither
stored nor processed outside the EU unless written consent to do so has been received
from Us;

¢ all practical and reasonable steps are taken to ensure that contractors, short term or
voluntary staff do not have access to any personal data beyond what is essential for the
work to be carried out properly;

¢ all Subject access requests will be immediately forwarded to Our Data Protection Team.
dataprotection@witherslackgroup.co.uk (see section 5);

¢ any Breach in relation to Data protection will immediately reported to Our Data Protection
Team. dataprotection@witherslackgroup.co.uk (see section 7).

Student/Parent responsibilities

Students/Parents are responsible for:

e Ensuring that their personal data provided to Witherslack Group is accurate andup to
date.

Keeping up to date with the Bring Your Own Device ( BYOD ) guidance incorporated into this policy at

Annex B.
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REQUESTING DATA (A SUBJECT ACCESS REQUEST)
Individuals have the right to access their personal data and supplementary information. The right
ofaccess allows individuals to be aware of and verify the lawfulness of the processing.

The right of access only entitles an individual access to their own personal data. They are not entitled
toinformation relating to other people, unless:

e their data also relates to other individuals; or
e they are exercising another individual’s right of access on their behalf (for example a parent on
behalf of a child or a solicitor on behalf of a client).
This access is available free of charge however we can charge a ‘reasonable fee’ when a request is
manifestly unfounded or excessive, particularly if it is repetitive.

We may also charge a reasonable fee to comply with requests for further copies of the same
information. This does not mean that We will charge for all subsequent access requests.

The fee will be based on the administrative cost of providing the information.

Under the current Data Protection Legislation including Data Protection Act 2018 and (UK) General
Data Protection Regulations (UK GDPR), individuals will have the right to obtain:

e confirmation that their data is being processed;

e access to their personal data; and

e other supplementary information — we have provided in our privacy notices as previously
outlined.

In some cases individuals also have the right to;

request rectification

request erasure of the data that is held
ask for its use to be restricted or

to object to its processing.

We will seek to verify the identity of the person making the request and the information will be
collated. We will provide the information, redacted in accordance with the current Data Protection
Legislation including Data Protection Act 2018 and (UK) General Data Protection Regulations (UK
GDPR), without delay and at the latest within one month of receipt.

We will be able to extend the period of compliance by a further two months where requests are
complex or numerous. If this is the case, We will inform the individual within one month of the
receiptof the request and explain why the extension isnecessary.

All subject access requests will, without delay in the first instance be referred to the Data
Protection Team, Lupton Tower, Carnforth. (see Subject Access Request guidance)

This initial request does not need to be made in a formal manner. Be aware it could be made
informally — methods include but are not limited to;

during a conversation
by email

contained within a letter
via a third party.
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If you receive a request for information about a young person or colleague whether from the person
themselves or from someone acting on their behalf, immediately forward the details to
dataprotection@witherslackgroup.co.uk who will progress the request from there.

SECURITY OF PERSONAL DATA

The current Data Protection Legislation including Data Protection Act 2018 and (UK) General Data
Protection Regulations (UK GDPR) imposes restrictions on the transfer of personal data outside the
European Union, to third countries or international organisations. Personal data may only be
transferred outside of the EU in compliance with the conditions for transfer set out in Chapter V of the
(UK) GDPR.

We may transfer personal data where the organisation receiving the personal data has provided us
with assurance of adequate safeguards. Individuals’ rights must be enforceable and effective legal

remedies for individuals must be available following the transfer.

Adequate safeguards may be provided for by:

Us having a legally binding agreement between public authorities or bodies;

Our binding corporate rules (agreements governing transfers made between organisations
within in a corporate group);

Our standard data protection clauses in the form of template transfer clauses adopted by the
Commission;

Our standard data protection clauses in the form of template transfer clauses adopted by a
supervisory authority and approved by the Commission;

Our compliance with an approved code of conduct approved by a supervisory authority;

Our certification under an approved certification mechanism as provided for in the (UK) GDPR;
Our contractual clauses agreed authorised by the competent supervisory authority; or

e Qur provisions inserted into administrative arrangements between public authorities or bodies
authorised by the competent supervisory authority.

There are circumstances whereby We may continue to transfer personal data outwith the above.
This is where;

made with the individual’s informed consent;
necessary for the performance of a contract between the individual and the organisation or for
pre-contractual steps taken at the individual’s request;

e necessary for the performance of a contract made in the interests of the individual between the
controller and another person;

e necessary for important reasons of public interest;
e necessary for the establishment, exercise or defence of legal claims;

e necessary to protect the vital interests of the data subject or other persons, where the data
subject is physically or legally incapable of giving consent; or

made from a register which under UK or EU law is intended to provide information to the public
(and which is open to consultation by either the public in general or those able to show a
legitimate interest in inspecting the register).
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7 BREACHES OF PERSONAL DATA

7.1 A personal data breach can be broadly defined as a security incident that has affected the
confidentiality, integrity or availability of personal data. In short, there will be a personal data breach
whenever any personal data is accidentally or unlawfully lost, destroyed, corrupted or disclosed, if
someone accesses the data or passes it on without proper authorisation; or if the data is made
unavailable, for example, when it has been encrypted by ransomware.
A Personal data breach can include:

e Access by an unauthorised third party;

e Deliberate or accidental action (or inaction) by a controller or processor;
e Sending personal data to an incorrect recipient;

e Computing devices containing personal data being lost or stolen;

e Alteration of personal data without permission;

e Loss of availability of personal data.

7.2 In relation to a processor; any Breach of Data protection will be immediately reported to Our Data
Protection Team in line with their agreed processing contract dataprotection@witherslackgroup.co.uk.

7.3 Where a Data Protection breach occurs in Witherslack Group, or is suspected, it must be reported
immediately in accordance with Our Policy document — Response Plan—Breach of Data Protection and
the included APPENDIX A - 6 Step guidance which is available on the Witherslack Way.

7.4 Guidance states that confirmed or suspected data security breaches must be reported immediately.
This can be done by email, telephone or by using the Breach Notification Form (1) by email to
dataprotection@witherslackgroup.co.uk. The initial notification report can be found on the Witherslack
Intranet.

7.5 Should there be a perceived a High Risk of harm to data subjects then the DPO MUST be contacted
immediately. There is a contingency plan outlined in the Policy document — Response Plan—Breach of
Data Protection should the DPO not be available.

7.6 Once informed, the data protection team will assume responsibility to initiate an investigation, identify
risk and advise on the implementation and appropriate mitigation. They will also keep a chronological
record of actions, decisions and rationales.

7.7 The completed documentation will help provide the following information for consideration as to levels
of risk and further reporting to joint controllers, the Information Commissionaires office and if
applicable the data subjects.

7.8 The information included in a notification to the ICO is:

e The type of personal data breach; including

o The type and estimated number of individuals affected;

o The type and estimated number of personal data records concerned;

o The name and contact details of a point of contact where further information can be
obtained, such as that of the data protection officer (DPO);

o The possible outcomes of the personal data breach; and

o Alist of measures taken or being taken to deal with the breach and appropriate measures
taken to mitigate any adverse effects.

This reporting process is defined in more detail in the Policy Doc — Response Plan- Breach of
dataprotection.

8 RECORDING OF PROCESSING ACTIVITY

8.1 Activity is recorded centrally by the data protection team in accordance with Article 30 of the (UK)
GDPR (UK GDPR). Included in this reporting is the balancing considerations in relation to legitimate
business interest and impact assessments.

8.2 Subject access requests are recorded centrally by the data protection team with full details of the
request, replies and redaction considerations. These records are retained in accordance with our
retention schedule. These records include:
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e Reference no

e Date of request
e Surname

J Firstname

e  Establishment

. Role
. Date of Birth
. Consent

e Category of requester
e Details of requester

e Authority/ID

e Date SAR due

e Date disclosure made

e Daysto respond to request

e Method (of disclosure).

8.3 Breaches of Data Protection are recorded and maintained centrally by the data protection team.

These records includes;

. Persons involved / role
o Site

o Date of breach

o Breach category

o Description of breach
o Notified by

o Subject category

o No. of subjects

. Consequences

o Risk assessment

o Line manger notifications and updates
o Remedial action

o Regulator informed

o Date ICO informed

o Lessons learnt

. Training needs

o Summary

o Sign off.

Witherslack Group Register of Data Breaches is compliant with ICO guidance on breach recording.

8.4 Privacy notices
As outlined in section 3 above.
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Group g

Appendix A: 6 Step Response Plan

Applicable to: Witherslack Group

| Breach of Data Protection - 6 Step Response Plan

(see separate Flow Chart for high level overview of reporting process)

Step 1 Notifying the Data Protection Team Step 2 Data

Protection Team Assessment

Step 3 DPO Initial consideration within 24hrs of report.

Step 4 DPO consideration of Notification to ICO (and / or other parties). Step 5 DPO sign off
Step 6 Recording of Data Protection Breaches

| Step

1 — Notifying the Data Protection Team

If the

If you believe there is a high risk of harm to the data subject then consider informing the data subject, without
delay. The DPO must be consulted immediately by telephone to agree to this.

DPO is not contactable then discuss with your manager immediately.

Increased harm may be caused through the delay in contacting the DPO therefore consider the points in Step 3 and
Step 4 below in consultation with a senior manager.

You will complete notification form 1 and maintain a chronology of actions and decisions until the DPO can be
contacted. If a decision is made to inform the subject then document the rationale as to why the DPO was not
informed and the reasons for any resultant actions.

Otherwise the initial notification is made by ;

direct contact with a member of the Data protection Team and provision of a verbal account. OR

immediate completion of the Breach Notification Form Part 1 (published on the Witherslack Way) which is
then emailed directly to the Data Protection Team generic email as directed on the form. OR

® inthe case of a data processor, immediately report to Our Data Protection Team in line with their agreed
processing contract by emailing dataprotection@witherslackgroup.co.uk who will assist with the
completion of Breach Notification form 1.
| Step 2 — Data Protection Team Assessment

a) Data Protection Team will review the report, confirm the details, establish the risk of harm and advise on

early mitigation actions. This initial working assessment will be recorded, along with the following
information on the Breach Notification Form Part 2 (published on the Witherslack Way) . A chronological
record of actions, considerations, decisions and their associated rationale is included in this form.

b) Dependent upon the level of harm consider notification to the Information Commissioners office (ICO)

Under the GDPR, the Witherslack Group is obliged to notify the Information Commissioner’s Office (ICO) of
breaches which have a risk of affecting the rights and freedoms of individuals within 72 hours. If considered
DPO to be consulted immediately as in Step 3 below.
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c) If, at any time throughout the investigation, high risk of harm to the data subject becomes apparent then
informing the subject must be considered. DPO to be consulted immediately as in Step 3 below . In case of
increased harm through delay consider the points in Step 3 and Step 4 below and consult with senior
manager. If decision is made to inform the data subject then document the rationale as to why the DPO was
not informed and the reasons for any resultant actions.

d) Checks made re any relevant Data Privacy Impact Assessment which may assist in determining the effect of
the breach on the person whose information has been lost, disclosed etc.

e) Checks made and coordination with any relevant processors as agreed in processor contracts.

f)  Advise on mitigation and discuss with appropriate business manager to ensure actions are managed

g) Consider any contractual obligation that may be involved. E.g. Local Authority and notification clauses

| Step 3 — DPO Initial consideration within 24 hours of report

The DPO will consider the completed Breach notification forms Part 1 and 2 and assess whether the rights and
freedoms of an individual have been breached and whether ICO notification is required. An objective assessment of
the risk is required.

Step 4 — DPO consideration of Notification to ICO (and/or other parties)

a)

1. When considering the likelihood of harm to an individual’s rights and freedoms consideration is given to,
whether the breach may result in;

discrimination,
identity theft,

fraud,

damage to reputation,
financial loss,

loss of confidentiality,

or any other significant economic or social disadvantage.

Use the following guide as to whether the breach should be reported to the ICO and the data subject informed:

May cause high risk to data subject High Risk

(breach recorded internally, inform 1CO,
inform data subjects)
Other than unlikely to cause harm to data subject Medium Risk
(breach recorded internally, and inform
ICO)

Unlikely to cause harm to data subject Low Risk
(breach recorded internally, no
requirement to inform ICO)
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2. If the above is reviewed and deemed to be high risk URGENT consideration must be given as to whether the
data subject should be informed. Notification is only required where there is a high risk to the individual’s
rights and freedoms. Therefore, the threshold is higher for intimation to individuals than it is for notification to
the ICO. Such intimation must be made as soon as reasonably feasible. Senior managers within WG will be
briefed by the DPO. The DPO in discussion with the allocated manager will decide on the best means of
contacting the individual. The information to be provided is;

a) the name and contact details of the data protection officer or other point of contact;
b) a description of the likely consequences of the breach; and

c) adescription of the measures taken, or to be taken, to address the breach and mitigate its possible adverse
effects;

d) Any additional advice to help them mitigate the identified harm.

3. If the DPO determines that there has been a likely risk of harm to the individual’s rights and freedoms, they will
brief Senior managers within WG, and submit the notification form to the ICO (SEE APPENDIX A on Policy doc-
response plan data protection Breach).

Notification to the ICO can be carried out in phases when it is not possible to collate all the relevant
information within the 72 hour period. If it is not possible to notify within 72 hours, reasons for the delay must
be provided. Further investigations may result in notification to the ICO that there has not been a breach

As a minimum, the following information must be provided to the ICO:

a) adescription of the nature of the breach including, where possible, the categories and approximate number
of affected data subjects and the categories and approximate number of affected records;

b) the name and contact details of the data protection officer or other point of contact;
c) adescription of the likely consequences of the breach; and

d) adescription of the measures taken, or to be taken, to address the breach and mitigate its possible adverse
effects.

4. Where the risk is deemed unlikely to cause harm to the individuals rights and freedoms the incident will be
recorded internally without the statutory need to further report externally. Consideration will still be given as
to contractual and ethical reporting externally.

5. In the case of suspected criminal activity the DPO will consider the requirement to report to the police. Any
such reporting will require consultation with a senior manager unless there is a need for urgent action in which
case the DPO will progress.

Step 5 — DPO final sign off and reporting

The DPO will review the initial reports, the resultant actions and notifications along with all mitigating actions set
both internally and externally (including ICO recommendations) to ensure they have all be completed and the risk of
further occurrence has been mitigated.
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The DPO will report on outcomes in the form of lessons learnt and will also report on any residual risks the board of
directors. It will be for them to consider acceptance of the risk or immediate changes to processing activity.

Monthly updates will be provided to the Ops Board managers and to the WG Board of Directors.

Step 6 — Recording of Data Protection Breaches

The data protection Team will maintain a record of all breaches of data protection which will include details as to;

e Persons involved / role
e Site

e Date of breach

e Breach category

e Description of breach
e Notified by

e Subject category

e No of subjects

e Consequences

e Risk assessment

e Line manger notifications and updates
e Remedial action

e Regulatorinformed

e Date ICOinformed

e lessonslearnt

e Training needs

e Summary

e Sign off

This Standard Operating Procedure is compliant with ICO guidance on breach recording.
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Appendix B: Bring Your Own Device (BYOD) Guidance Witherslack

Group

Applicable to: Witherslack Group o

BYOD (Bring Your Own Device)

Summary

Members of staff personal devices must not at any time contain Witherslack Group data.
Members of staff personal devices must not be configured for Witherslack Group email.

Web based Group email and applications may be used by members of staff on personal devices as long as no Witherslack
Group data is stored on the device and you log in each time. This will be facilitated by the provision of “web access” to
Group email and applications from the device.

Purpose

The purpose of the BYOD Appendix is to define standards, procedures, and restrictions for end users who have specific
and authorised business requirements to access school data from a BYOD connected via a Group wireless network or
unmanaged network outside of Witherslack Groups direct control. This applies to, but is not limited to, all BYOD and
media that fit the following device classifications:

e Smart Phones IPads/Tablets/PDAs
e USBs
e laptop/notebook/tablet computers/Mobile/cellular phones

e Homeor personal computers used to access enterprise resources

e Any mobile device capable of storing school data and connecting to an unmanaged network

The BYOD Policy applies to any BYOD, hardware and related software that could be used to access school resources
when the equipment is not approved, owned, or supplied by Witherslack Group.

The use of a smartphone or other own device in connection with Witherslack Group is a privilege granted to employees
through approval of their management. The Witherslack Group reserves the right to revoke these privileges in the
event that users do not abide by the policies and procedures set out below.

Conditions of use

The following is aimed to protect the integrity of Witherslack Group data and ensure it remains safe and secure under
Witherslack Group control.

References to the word “device” below includes, but is not limited to, Android, BlackBerry, iPhone, iPad, tablet,
Windows mobile or other smartphones.
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Users of BYOD must agree to all terms and conditions in this policy to be allowed access to the Witherslack Group data.
Irrespective of security precautions mentioned here, you are expected to use your device in an ethical manner and
in accordance with Witherslack Group Staff Hand Book and e-Safety Policy.

e Your device must lock itself with a PIN (personal identification number set by you).

e If left idle, your device must automatically activate its PIN after a maximum time-out period of 5 minutes.

e Inthe event of loss or theft of your device, you must inform Witherslack Group within 3 working days.

e Yourdevice will lock your account after 5 failed login attempts.

e Yourdevice or application will lock every 5 minutes, requiring re-entry of your password.

Staff

Your personal device must not at any time contain Witherslack Group data, this includes being configured for email,
files, data or any information relating to Witherslack Group, it’'s employees or young people.

Your personal devices may be attached to Witherslack Group’s wireless networks if approved by senior management
to enable access to web-based Group email and applications and other such applications as you may wish to access
from time to time in accordance with the e-safety Policy and Witherslack Group Handbook.

Web based applications may be used i.e. Web based Witherslack Group email as long as no data is stored on the device
and you are required to log in each time to use the service.

A device will not be excluded just because it has a camera.

Tampering

Using your device in ways not designed or intended by the manufacturer is not allowed. This includes, but is not
limited to, ‘jailbreaking’ your BYOD.

By jailbreaking your device you are opening your device up to potential security flaws and remote hacking that may
compromise our systems and passwords.

Liability

A personal BYOD can be connected to Witherslack Group infrastructure or services, but the user is personally liable for
their device and carrier service costs. Users of personal smartphones are not eligible (except by prior agreement) for
reimbursement of expenses for hardware.

Access

Employees that purchase a device on their own that is not in line with our standard approved device lists may not be
able to or allowed to have their devices added to our systems. [It is highly recommended that the employee refer to
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Witherslack Group IT support to review approved devices.] Furthermore, Witherslack Group reserves the right to

disable or disconnect some or all services without prior notification.

Young People

Young people in our care may use their personal devices if deemed appropriate by the school or children’s home.

Special consideration should be given to the young people in our residential care in regards to access to their

personal devices.

A device will not be excluded just because it has a camera.

If it is not felt appropriate that a young person has his or her own device, the young person’s risk assessment should be

changed to reflect this decision.

Disclaimer

Witherslack Group hereby acknowledge that the use of a BYOD in connection with Witherslack Group’s business carries

specific risks for which you, as the user, assume full liability. These risks include, but are not limited to, the partial or

complete loss of data as a result of a crash of the operating system, errors, bugs, viruses, downloaded malware, and/or

other software or hardware failures, or programming errors which could render a device inoperable.

This Appendix supersedes all previous policies or guidance.
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